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Merrill Lynch The power of global connections.

Fraud Quizzes

Take on the fraudsters
Can you spot a con?

Would you recognize a fake caller, spot a phishing email or know when a fraudster is trying to take control of your computer?
Take our interactive challenge to find out. Click on the items below to be taken to related topical questions.

Select a challenge:

Network & Email Security

Miscellaneous

General Disclaimer for Bank of America Merrill Lynch ©2018 Bank of America Corporation. ARPCQBHN, ARSYG6F) 04-2018




Bank of America %%
Merrill Lynch The power of global connections.

Fraud Quizzes

SociAL MEDIA PHISHING, VISHING, SPOOFING NETWORK & EMAIL SECURITY INTERNET OF THINGS MISCELLANEOUS

Social Media

Click on the correct answer below each question. A response to your selection will appear in the right column. Home

1. When is it safe to maintain a public profile on social networks?
a. Only when you are selective in what information you post, and refrain from sharing
sensitive information.
b. Only when you do not list the company you work for.
c. Only when you refrain from sharing contact information.
d. None of the above.

2. You are invited to connect with someone on a professional networking site
who you do not know. They have one mutual connection and inbox you a link
to a job opening. What should you do?

a. Accept the invitation, but do not follow the link.

b. Accept the invitation and open the link so that you can learn more about this job
opportunity.

c. Ask the individual wishing to connect how they know your mutual connection, ensuring
they are legitimate before you connect.

d. Reach out to your mutual connection to verify that the person wishing to connect is
legitimate before agreeing to connect. If you are still wary about the link, ask for a pathway
that will lead you to the job opening on your own, without needing to click a link.

Responses to your selections
will appear in this area

3. If you create a strong password for your work-related email account, you
should leverage that password for which of the following accounts?
a. Personal email accounts
b. Social networking accounts
¢. No other accounts; you should never repeat passwords.
d. Personal billing accounts

More mp
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Social Media (continued)

Click on the correct answer below each question. A response to your selection will appear in the right column. Home

4. The most important layer of defense in protecting against social engineering
schemes is:
a. Software updates
b. Endpoint security
c. User education, awareness and best practices
d. Network security

5. When signing up for professional networking sites. it is best to provide which
of the following pieces of information?
a. Personal email
b. Work-distributed email
c. Work address

Responses to your selections
d. Home address P y

will appear in this area
6. True or false: You should not provide your home or cell phone numbers of any
social networking sites.
a. True
b. False

4= Back More mp
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SociAL MEDIA PHISHING, VISHING, SPOOFING NETWORK & EMAIL SECURITY INTERNET OF THINGS MISCELLANEOUS

Social Media (continued) Home

Click on the correct answer below each question. A response to your selection will appear in the right column.

7. Should the CEO or upper-level management team of a company post
information relating to their current location on social media?
a. No, because this opens the doors for phishing and vishing attacks throughout the
company.
b. Yes, because location sharing is a good branding technique.
c. Yes, because it clues investors of possible deals occurring in the market.

Responses to your selections
will appear in this area

4= Back
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SociAL MEDIA PHISHING, VISHING, SPOOFING NETWORK & EMAIL SECURITY INTERNET OF THINGS MISCELLANEOUS

Phishing, Vishing & Spoofing

Click on the correct answer below each question. A response to your selection will appear in the right column. Home

1. Can you spot the phish?
a. URGENT: Flight is about to take off; please transfer S$ on my behalf.
b. Out of Office: Please complete this ASAP.

2. Should the CEO or upper-level management team of a company post
information relating to their current location on social media?
a. No, because this opens the doors for phishing and vishing attacks throughout the
company.
b. Yes, because location sharing is a good branding technigue.
c. Yes, because it clues investors of possible deals occurring in the market.

3. The most important layer of defense in protecting against social engineering
schemes such as vishing, phishing, and spoofing is: Responses to your selections
a. Software updates will appear in this area
b. Endpoint security
c. User education, awareness and best practices
d. Network security

4. You receive an urgent-toned email asking you to complete a transaction.
What procedures should you take to ensure your security?
a. Respond to the sender for additional information.
b. Delete the email.

c. Calla trusted contact number of the person supposedly sending the email, and verify the
details of the transaction.
d. None of the above.
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Securing Your Network and Email

Click on the correct answer below each question. A response to your selection will appear in the right column.

Home

1. You set up an wifi device at home, and it is installed with a default username
and/or password. What is the first step you should take after installation?
a. Write down the default username and password so that you do not forget it in the future.
b. Reset these usernames and passwords to something that is unique and challenging to
guess.
c. Test the wifi connection and begin using your devices as normal.
d. None of the above.

2. You are travelling for a conference, have work-related tasks to complete, and
have the option of stopping at a nearby Starbucks or your company’s closest
office location. Which should you choose?

a. Starbucks

b. Office location Responses to your selections

will appear in this area
3. You should never send work-related emails to your personal email account.
a. True

b. False

4. You receive an urgent-toned email asking you to complete a transaction.
What procedures should you take to ensure your security?
a. Respond to the sender for additional information.
b. Delete the email.

c. Callatrusted contact number of the person supposedly sending the email and verify the
details of the transaction.
d. None of the above.
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Internet of Things (loT)

Click on the correct answer below each question. A response to your selection will appear in the right column.

Home

1. What is the loT (Internet of Things)?
a. Computer software.
b. A type of ransomeware.
c. Asystem of connected devices that have the ability to communicate and transfer data

over a network.
d. Bothaandb.

2. True or False: loT devices pose significant security threats to businesses.
a. True
b. False

3. You set up an loT device at home, and it is installed with a default username
and/or password. What is the first step you should take after installation? Responses to your selections
a. Write down the default username and password so that you do not forget it in the future. will appear in this area
b. Reset these usernames and passwords to something that is unique and challenging to
guess.
c. Test the loT connection and begin using your devices as normal.
d. None of the above.

4. loT devices pose which of the following cybersecurity threats?’
a. Network security compromise
b. Privacy threats
c. Device surface compromise
d. All of the above.

More mp

General Disclaimer for Bank of America Merrill Lynch ©2018 Bank of America Corporation. ARPCQBHN, ARSYG6F) 04-2018
" Bank of America Merrill Lynch, “Internet of Things” whitepaper, 2017.




Bank of America %%
Merrill Lynch The power of global connections.

Fraud Quizzes

SociAL MEDIA PHISHING, VISHING, SPOOFING NETWORK & EMAIL SECURITY INTERNET OF THINGS MISCELLANEOUS

Internet of Things (loT) (continued)

Click on the correct answer below each question. A response to your selection will appear in the right column. Home

5. What is the most important security step a user can take when setting up an
loT device?
a. Testing encryption
b. Changing default usernames and passwords
¢. Tuning the network firewall
d. None of the above

6. True or false: Distributed Denial of Service (DDoS) attacks involve multiple
traffic sources flooding a victim with bogus requests.
a. True

b. False .
Responses to your selections

7. True or false: A botnet is a collection of compromised computers that are crlll ey s

joined together to perform malicious acts on other devices or networks.
a. True
b. False

4= Back
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Miscellaneous

Click on the correct answer below each question. A response to your selection will appear in the right column.

Home

1. True or false: Your personal security and your business’s security are
interdependent.
a. True
b. False

2. What should you do if a friend sends you a social media chat containing an
image or video where you're tagged?

a. Because this is a trusted friend, click the image or video.
b. Forward the message to another friend.

c. Bothaandb.
d

. Call or message your friend from another communication medium to verify that they did

send that attached image or video. Responses to your selections

will appear in this area
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