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Take on the fraudsters
Can you spot a con?

Would you recognize a fake caller, spot a phishing email or know when a fraudster is trying to take control of your computer?  
Take our interactive challenge to find out. Click on the items below to be taken to related topical questions. 

Select a challenge:
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1. 	When is it safe to maintain a public profile on social networks?

Click on the correct answer below each question. A response to your selection will appear in the right column.

2. 	You are invited to connect with someone on a professional networking site 
who you do not know. They have one mutual connection and inbox you a link 
to a job opening. What should you do?

Social Media

3. 	If you create a strong password for your work-related email account, you 
should leverage that password for which of the following accounts?
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Social Media (continued)
Click on the correct answer below each question. A response to your selection will appear in the right column.

4.	The most important layer of defense in protecting against social engineering 
schemes is:

5.	When signing up for professional networking sites. it is best to provide which 
of the following pieces of information?

6. 	True or false: You should not provide your home or cell phone numbers of any 
social networking sites.



The power of global connections.

Fraud Quizzes

General Disclaimer for Bank of America Merrill Lynch ©2018 Bank of America Corporation. ARPCQBHN, ARSYG6FJ 04-2018

Social Media (continued)
Click on the correct answer below each question. A response to your selection will appear in the right column.

7.	 Should the CEO or upper-level management team of a company post 
information relating to their current location on social media?
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Phishing, Vishing & Spoofing

1.	 Can you spot the phish?

Click on the correct answer below each question. A response to your selection will appear in the right column.

2. Should the CEO or upper-level management team of a company post 
information relating to their current location on social media?

3. The most important layer of defense in protecting against social engineering 
schemes such as vishing, phishing, and spoofing is:

4.	You receive an urgent-toned email asking you to complete a transaction. 
What procedures should you take to ensure your security?
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Securing Your Network and Email
Click on the correct answer below each question. A response to your selection will appear in the right column.

2. You are travelling for a conference, have work-related tasks to complete, and 
have the option of stopping at a nearby Starbucks or your company’s closest 
office location. Which should you choose?

3. You should never send work-related emails to your personal email account.

4.	You receive an urgent-toned email asking you to complete a transaction. 
What procedures should you take to ensure your security?

1.	 You set up an wifi device at home, and it is installed with a default username 
and/or password. What is the first step you should take after installation?
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Internet of Things (IoT)
Click on the correct answer below each question. A response to your selection will appear in the right column.

1.	 What is the IoT (Internet of Things)?

2. True or False: IoT devices pose significant security threats to businesses.

*  �Bank of America Merrill Lynch, “Internet of Things” whitepaper, 2017.

3.	You set up an IoT device at home, and it is installed with a default username 
and/or password. What is the first step you should take after installation?

4. IoT devices pose which of the following cybersecurity threats?*
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Internet of Things (IoT) (continued)
Click on the correct answer below each question. A response to your selection will appear in the right column.

* �https://www.pwc.com/us/en/financial-services/financial-crimes/publications/assets/internet-of-things-cyber.pdf

5.	What is the most important security step a user can take when setting up an 
IoT device?

6. True or false: Distributed Denial of Service (DDoS) attacks involve multiple 
traffic sources flooding a victim with bogus requests.

7.	 True or false: A botnet is a collection of compromised computers that are 
joined together to perform malicious acts on other devices or networks.

https://www.pwc.com/us/en/financial-services/financial-crimes/publications/assets/internet-of-things-cyber.pdf
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Miscellaneous
Click on the correct answer below each question. A response to your selection will appear in the right column.

1.	 True or false: Your personal security and your business’s security are 
interdependent.

2. What should you do if a friend sends you a social media chat containing an 
image or video where you’re tagged?
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